Game Cheatsheet

r Hrape Oliver West Slippery weasell To
—| Drafts
515 kitty.erikson... **BEING RICH IS DIFFICULT BUT LOODKING RICH IS EASY [[]| =w
=7 Gant Pip Manning Over guote on landscaping Tg
- Henz Fuw: FITMNY L ¥H
@ Trash i ; . ; A
From: Erikson, Kitty <kitty erikson@medicalmarvels com=
§ Home Subject: *“BEING RICH IS DIFFICULT BUT LOOKING RICH IS EASY Il =*
e < Date: 28 January 2009 11:16:19 PM
u b To: undisclosed recipients;
try some healthy | cook some yvellow a happy dark or short
Have a look here
http://trkivh.doshran.com.au
| N > |

This is a spam email, an unsolicited and unwanted email from an unknown sender.
Hint: Does this offer seem too good to be true? Perhaps you need to know more?
Best actions: Delete, Check the filter is working, Report

Find out more in videos and FAQ: SCAMS

y

http:/Afwww.monkeyrail/src/webmoil . php

Compose Addresses Folders Options Search lelp

ATy ot I ety
e m\_ £

Subject: NEED CASH NOW???
From: rickm4ster@ linkmail.net
Date: Fri, January 39,2000 9:02 am
To: kade33@hotmail com

kitchen

Priority: Normal
v This month only, instant loans to $500
hitp:/fastcashwithnostrings.com
Untitled DVLE
L G C ¢35 we

= : L 2 = A
This is @ spam email, an unsolicited and unwanted email from an unknown sender.
Hint:There are ways to block spam... to stop it from getting through to you.
Best actions: Delete, Check the filter is working
Find out more in videos and FAQ: SCAMS

=
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Lielete

JEply all I Forward F5 Junk i

i Find & message Polly Mac
sograssimone@apramyl.org LS30.2009 1150 AN
Sort by date Descending ¥ To: Imogen Walker;
[ Polly Mac fa Sl
MY LETTER WILL... MY LETTER WILL CHANGE YOUR LIFE!!
] cauli@widenet.org.za Hellp from Russia to you dear friend!!!

Where did you find that? 1

) MY LETTER WILL CHANGE YOUR LIFE :
Big Roberto o

Sri e il A | | &7 Live Search
Can'Udo it This week... My name is Aona. [ have blond hair, green eyes. My e
measurements: 328 - 24 - 34, Height: 52", Weight: 115 Ibs. A

E

<] jensen automotive
booking reminder L]

I want to arrive to Auvstralia, but [ have no any friends or
£ kellefranks@oda. net.au relativies, Wrile me at pestiannal @ rambler.ru

This is awesome. .. L

I am sending you my photo.

| Blog comment replied...

QDA replied to your... | ™
] oscar@widenet.org.za
L When s Cauli getting... - )

This is a spam email, an unsolicited and unwanted email from an unknown sender.

Hint: Better to be safe than sorry, especially if you don’t know the sender.
Best actions: Delete, Check the filter is working
Find out more in videos and FAQ: SCAMS

Last message received at 11:49 AM on 1/30/2009,

By 3B (@ @ AB B~

_ENew ~ @ Reply # Replyall # Forward

& Quick views = Find a meszage Krissy Miles
- Unread e-mail nastylix75@sneakidea.com.au 1142420
';_I Unread from conta... Sort bv date Descending 4 To:  Jai Walton;
virread feeds | Krissy Miles - 0: Tl
- Prozac 100mg x120... Prozac 100mg x 120 pills US$1.68 per pill
S Nibsé - :"'"lﬂ of Cooee : Price for Prozac 100mg x 10 pills $59.95
ial as L
7 Drafts hitp./isittingduck.ru
e ] =| [ Standing O
1 Sent itemns | Nat joking )|
This is a spam email, an unsolicited and unwanted email from an unknown sender.
Hint: Think about it ...If you reply to this email, the sender will know that your email address is real.
Best actions: Delete, Check the filter is working
Find out more in videos and FAQ: SCAMS
=
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Subject: Fwd: Fwd: OMG!! GENIUSI!
From: l4ffter@cocki.co.uk
Date: Fri, January 39, 2009 9:02 am
To: ryan_Obrlen@hotmail.com

>> 5 dancing coke cans will come dancing on your
== screen if you send this to 10 people or more!
== it is so funny and trust me it works! then

Compose Addresses Folders Options Search Help

Don't
one y(
ve.

o AM Jar &

Do somethig

Tl > you will have a chance to win a year supply the habit of
: >> of coke when the entry form appears after the
== dancing coke cans. have fun and good luck Often it doef
In religion 1
This is a spam email that’s a pyramid or chain letter.
Hint: Do you really think this is something that your friends will want to see?
Best actions: Delete, Check the filter is working
Find out more in videos and FAQ: SCAMS
r ; :
> Drafis Imogen Walters Re: Pennsylvania IT Toda
B Hard Rock Tickets Your tickets for Big Gig
F: Sent Imnnan W alkare Pannevhiania 1T - Todan
From: Hard Rock Tickets <xuenyd@citybizbureau com=
@ Trash Subject: YOUR TICKETS FOR BIG GIG
Date: 8 Sept 2008 10:36 PM
To: undisclosed recipients;
B & 1 Aftachment, 348 KB ( Save = )
™
e-bigoigticket.zip (348 KB)
Good Day,
Thank you for using our service to “Buy fickets onling™.
Your account has been created:
Login: your email address
Password: passMBGIO
Your credit card has been charged for US$4398.23
A To use your ticket, simply print it on a colour printer. A
This is a spam email that’s attempting to persuade you to click the attachment.
Hint: Do you know about phishing emails? Best you find out more, before you get scammed.
Best actions: Delete, Check the filter is working
Find out more in videos and FAQ: SCAMS
=
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-~ TUAFET IV TNICE 1 ey
File Edit iew History  Bookmarks Tools  Help

@ - c 1 LRI @ I‘m?mhrtp:;'.'ww.mybcnk.:om_au.frqqs.php I

Home Profile Friends Inbox Mara Milanovic Settir

Barney Baaaad

You have 0 friends in common.

W\ Hey you look hawtt - 1 reckon you're
babe - wanna swap some plcs? I

Add as Friend Send Message

You have no more friend requests.

ey Folder You are now friends with Stefan Koch

-~ View his profile to see pictures like these

WE ] w -

This is a friend request, presumably from a ‘stranger’... you have O friends in common.
Hint: This person seems a bit dodgy. Do you really think he’s going to be a good friend?
Best actions: Ignore, Report

Find out more in videos and FAQ: TRUTH

L YDUUK Home  Froble Friends  Inbox
hMozilla Firefox

4% vou have 2 group invitations.

GLOBAL.CHADS

Intermnet & Technology - Cyberculture

& HACK like HELL and DESTROY THE WORLD!!!
Join us now!! mwahahahahaaaa ... 59

arm mem

You have been invited by Pirate Ryan

‘Would you like te join this group?

[Join Group | Learn More ] ignore

Ignore All Invites From This Friend

Stop the Media Mergers

Entertainment & Arts - Television

& Maintain diversity in the Australian media. 7
You have been invited by Angle Bell

‘Would you like to join this group? y |

This is an invitation to join a group on a social networking site, but not all groups are desirable.
Hint: Some people use the internet to do bad things. Ask yourself, what is this group about?
Best actions: Ignore, Report

Find out more in videos and FAQ: TRUTH
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’ T T Ty
open ¢ ,_..i# [# Music videos : ED- ;: :ze :IGFSECh
= p. 78: The Big Eaj
4= My Top Rated
Ly Sasan —1 rﬂm ® Ep. 77: Striker to ¢
\:\ i\ - hLlp e mybook.com.au/ regs.php RSN | > -lee Search
" + Favoribes . myBook ‘i!fi", x IE,I = 'E‘I v Page - Safety
Profile  Friends Inbox Oliver M 1 Settings  Logo
% You have a friend suggestion. Advertise
I'll L'-'r"f' Deme MNicholls Let's Hang Out
SESML .
;:- -:;_.. You have o [mends in common,
<
':/1 LE Bomdi Aussies — Fly the flag and show us

WA '\ pictores of how Aussie & white you are -
if vou aint white vou aint in! 39

Audd as Friend i Send Message
' . ; 1BF Let’s hang out al thecorner.net

This is a friend request, presumably from a ‘stranger’... you have O friends in common.

Hint: Some people go online looking for trouble. What sort of friends are you looking for?
Best actions: Ignore, Report
Find out more in videos and FAQ: TRUTH

8 S Hy 4 % 4

R hever give out your password or credit card number in an instant message
conversation

ROCKD 99: you should send me ur pic obiEs

RATGIRL.  dreamon
EL ZORRO: wolld be kinda cool, 1o all meet up ... ROCKQ_99
ROCKO 99 buttout Zorro ... hey Katgir, u wanna go private?
RATGIRL: why?

ROCKO 99: thing Is, we could meet ... mest F2F ...

KATGIAL T Haom e stuff
HOCKO 99 you got a real name Katgirl? how do | find you? = _d.l
KATGIRL: KATGIRL
Last message received at 11:49 AM on 1/30/2009, . ‘ ]
S B P £ -

ZORRO 99

This is an exchange (chat) on an instant messaging application, where Rocko99 is hassling KatGirl for personal information.
Hint: If you don’t know a person in the offline world, it's best to keep internet friends online.

Best actions: Ignore, Close Window, Block, Report

Find out more in videos and FAQ: PRIVACY

<roareducate
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| nma

o perscnal

y s

W B Ty Hy 4 S s

& rever give out your passward or credit card number in an instant message
comersation.

HELL-RAISER: hey, guys? Zepman showed me a site with great cheats
MINGMOMG: oh-?72?

HELL-RAISER: uinterested?

MINGMONG:  maybe - depends what we have to do? I'r'
HELL-RALSER: easy - gimme ur usernames and passwords I_'_l |

HELL-RAISER

MINGMOMNG:  why?
HELL-RAILSER: hey, if you don't want me to help ..

R Mewar give out

] MINGMGNG
comversation,

This is an exchange (chat) on an instant messaging application, where Hell-Raiser is persuading MingMong to reveal personal
information.

Hint: Usernames and passwords are personal information. Think about who you share them with!
Best actions: Ignore, Close Window, Block, Report
Find out more in videos and FAQ: PRIVACY

T3 L T31

[-41_-411 T H < & P J o Gl X 1
i : & Ep. 73: Another Bac

rdings
[‘ 606 walll to meet you?!
O CJ

WHAT TO LOOK FOR
THE n"smEn | WHEN BUYING‘ A Address |1/ traitedstates
0 YOUR QUESTION I€ REPL1CA o
c | |__|‘IthEl:| States
L inais

{7 arkansas

WATC H E Iﬂ Tasmania
i 71 Elemertar
ROLEX OMB3GA » E’E‘IH_]'@'hJZ?;
C4RTIER LONGINES - O
§ ¢ L] JohnH
' - g l_:] Lincaln
w _ Ll Db Bk
4PN ]

‘-l-.-t—*-..._

The screen is covered with popups. The computer would probably be running slowly too.
Hint: If you're having a problem with popups, you need to take action quickly!

Best actions: Close Window (safely), Run Anti-Malware, Run Virus Scanner, Check Firewall, Change Password, Check for
Security Updates

Find out more in videos and FAQ: MALWARE
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Create account

Your informution is protected by our Privacy Folicy
Userniame ® | I
Firsl pame ® | |
Last name * | |
Emuil * | |
[ |
Confirm email * |
Password
{all)
Confirm password *
k)
Posteods =
) -
Gender» Baare O pEmars

Dateof Birth* [Jan. B8l (1 B2 (1980 BB

Mobile | | wHY?
Jall) -

N x| Accept and continue © Security check provided by netsecure

[2010) Laxvei ipssnm doloe sit amet, i."lll:l‘l"lLHIr ?'d\l)ﬁl\lflr‘ clin, sed dis eiugme .id rI.I"II.l'JI

This is a request for personal information. To know if it’s legitimate, you would need to check the security... https, locked
padlock, and digital certificate.

Hint: Buying stuff online can be OK, if the web page is secured. Do you know how to check?
Best actions: Check for Symbols, Check Small Print
Find out more in videos and FAQ: TRANSACTING

Other Life

iew  World To P ) Wightmoves Club - Members Only 4:49 P PST 18
BT

LA
Member
Wintfman Alhracht _ Member Member

XX 5Sri Shari . Origami 71

Member
Solomon Petrarch

On ‘Other Life’ (aka Second Life), a nightclub asks you to re-enter your password. This is more likely to be a ‘phishing’ exercise.
Hint: Wonder why they’re asking you for personal information? You need to protect your info.

Best actions: Ignore, Change Password, Report

Find out more in videos and FAQ: SCAMS

roareducate
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Find & message Commonwealth Bank IT support o - @

support@commbank. confirm.com.au 11722009 2:45 PM
ding # To: Quinn Laidley

] suppart@thebank.confirm.. .' /
administrative review administrative review
-] ABA Development Officer l.A. afs
Stats response due Commonwealth
feIpome Bank / IRegrow your hair
<] Anonymous Dear Customer
[Wigweorld] Mew comment. ..
] Jen de lulio PRIVATE & CONFIDENTIAL
[Wigworld] New comment. .. A review of your account shows that some of your details may
2] ABA Development Officer have chanlged_. _PleasE.f confirm your details by filling out this form,
Upstairs doors Lleft open. .. and returning it immediatety.
e] Anomymous Mame:
Howenrld] Me S .
[Wigweorld] Mew comment. .. Type of Credit Card:
-1 Paige Robinson Card Number:
4 Expiry Date:

This may look legitimate, but a bank would never ask you to provide personal information in an email. This is a hoax.
Hint: Would a bank really ask you for personal information in this way? Think about it!

Best actions: Ignore, Report, Check Filter is Working

Find out more in videos and FAQ: SCAMS

T TUTTECT
smmibank c12 com.an administrative review
Other Life Registration Confirmation FACTION REQUIRED **
twparmy @ nswibba spring rosters CORRECTION
ranarry i nsw i Crntral Resion SnAns msters.

From: Commonwealth Bank IT Support <support@commbank_confirm.com g
Subject: administrative review
Date: 14 August 2008 5:04 PM
To: undisclosed recipients;
Reply-To: support@commbank_confirm.com.au

CommonwealthBank /

Deear Customer

A review of your account shows that someone else may have
gained access to your account. To update and confirm your
details, click on the following link now.

hitp//www admin commonwealthbank com.aw/

Your privacy is guaranteed.

'
This may look legitimate, but a bank would never send you an email like this, asking you to click a link to confirm personal
information. This is a hoax.
Hint: Have you ever looked at the security policy of your bank? Perhaps you should!
Best actions: Ignore, Report, Check Filter is Working
Find out more in videos and FAQ: SCAMS
www.roareducate.co.uk © Commonwealth of Australia 2011 ‘ﬁé Er%ggn$egg§1?cgtee



http://www.roareducate.co.uk/

[ @ b.. i _r_ _\“__ . 1 _;." -,_.. 1
Delete  Junk Reply Reply All Forward New  Get Mail
m | & From Subject ‘Date  w/| Size
Payingpal Help Account suspensian notice
Kim Wellington Help needed on CFA stall this wie s
Wendy B [Open Source Cycling] Blog comment ASLAELE L
; ; s.pdf
From: Payingpal Help <help@payingpal.com.au =
Sublect: Account suspension notice
Date: 22 December 2008 11:04 AM

PCOB0034.]pg

Ta: undisclosed recipients:
Reply-To: help@payingpal.com.au

- Pal

[self Docum... | Dear valued member, PCOGO035.1pg

It has come to our attention that your PayingPal account membership needs to be updated. We
are committed to protecting our members and reducing fraud on cur website. Failure to update
your records will result in account suspension.

To update your PayingPal reconds, dick on this link:

L hittpyswww . payingpal.com.au/coi-bin/websc?cmd=_login/

This may look legitimate, but PayPal would never send you an email like this, asking you to click a link to confirm personal
information. This is a hoax.

Hint: Do you know about phishing? Find out, before you get scammed!
Best actions: Ignore, Report, Check Filter is Working
Find out more in videos and FAQ: SCAMS

Wireless

Applications

Router Setup Setup Security ) e & Gaming Administration

Management |

Router Ac
Local Router Access Pas=sword: 2= ange the k
A ord from h
Re-enter to | ]
canfirm: |
confirm field to et
Web Access Access Server: HTTP [ HTTPS Web Access: &
: configure
Wireless Access @ 'O' ’
Web: Enable Disable
Remote Router
Remote fi v ac
Remote Router Access 0 : Al you to ac
Management: Oenable ) Disable router remotehy.
Management Port: ¢ you would like to
ange the pass:
Use hitps: i puter if it is =til u

| §

If you use a wireless network, you need to change the factory settings to restrict access and enable the security.
Hint: Do you know about restricting access to your wireless network? Or do you plan to share?

Best actions: Change Password, Check Settings
Find out more in videos and FAQ: PRIVACY

«<roareducate
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| WARNING!!! Spyware detected

| Your IP address is 179.463.92.24. Using this address a
remote computer has gained an access to your computer

| and is collecting information about the sites your visit and
the files contained in the folder ‘My Documents’.

Click 1 it il i s

SOLUTION: Spy Guard

« Ower 40,000 threats in database

+ Exclusive algorithm of cleaning

+ |E Safe Mode — simply cleans your browser

This is a spyware alert, but it could be a hoax.

Hint: It might look official and technical, but can you be sure this alert is for real?

Best actions: Run Anti-Malware, Check Firewall, Change Password, Check for Security Updates, Run Virus Scanner
Find out more in videos and FAQ: MALWARE

Security Warning!

Trojan W232 HookUp detected on your machine. This is
distributed via the Internet through email and Active-X
objects. The worm has its own SMTP engine. In worst
cases this worm can allow attackers to access your
computer, stealing passwords and personal data.

System Affected: Windows 2000, NT, ME, XP, Vista

Recommendations: Click Yes to remove it from your PC
immediately.

s -

This is a spyware alert, but it could be a hoax.

Hint: Some scams prey on your fear of getting scammed. Don’t get caught out!

Best actions: Run Anti-Malware, Check Firewall, Change Password, Check for Security Updates, Run Virus Scanner
Find out more in videos and FAQ: MALWARE

<=roareducate
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Message from Windows to Alert on
30/10/2008 at 04:17:52 am

WARNING: EXTREMELY GRAPHIC
PORNOGRAPHY DETECTED

¥YOU MUST GO TO WWW.KMP0100.COM.AU
TO CONTINUE

NOTE: TO BLOCK THIS SORT OF WARMING
| DISAELE WINDOWS MESSENGER SERVICE

Mozilla Firefox

5
File  Edit Wiew History  Bookmarks  Tools lj'j

Q5 c x « b AN

Web |mages Maps Mews Yideo Gmail i

This is a spyware alert, but it could be a hoax.

Hint: Bad spelling can be a clue that something is a bit dodgy.

Best actions: Run Anti-Malware, Check Firewall, Change Password, Check for Security Updates, Run Virus Scanner
Find out more in videos and FAQ: TRUTH

gt

MEDIUM RISK: | Incubus.exe is attempting to connect to a DNS server.

Program: | Incubus.exe

Path: | C:\Programiincubus)
Date / Time: | 2008-10-30 17:43
Remote address: | 192.168.0.172 : 31

tdozills Firef; ' ALWAYS ALLOW ALWAYS BLOCK MANUALLY
connections from this program connections from this create
on all ports (recommended) program on all ports firewall rule.

This is a spyware alert, but it could be a hoax.

Hint: Do you check that alerts are generated by your security software? Think about it!

Best actions: Run Anti-Malware, Check Firewall, Change Password, Check for Security Updates, Run Virus Scanner
Find out more in videos and FAQ: MALWARE

=
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wnnH I“E“E!! CONGRATULATIONS!

Are you over 182 ! You have won $$$$9 -

The screen is covered with popups.
Hint: When things start popping up all over the place, it usually means something’s wrong.

Best actions: Close Window (safely), Run Anti-Malware, Check Settings, Check Firewall, Change Password, Check for Security
Updates

Find out more in videos and FAQ: MALWARE

I've just talked to Bank - my

credit card HAS been used

by somecne else. Card is

now cancelled. Bank

reckons details were rippcd _
off our computer! - & we

need to secure it. | don't

know what to do - can you

help? See you after 5-love

Mum

Here your mum needs your help to secure your home computer.

Hint: Seems like you've been hacked! You'll need to rebuild your security.
Best actions: Run Anti-Malware, Check Firewall, Change Password, Check for Security Updates
Find out more in videos and FAQ: MALWARE

<=roareducate
7
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¥

Here your friend is giving you some school work for a shared project on a USB (flash drive or memory stick).

Hint: If you are downloading there’s one simple precaution you must take to keep things secure.
Best actions: Run Virus Scanner
Find out more in videos and FAQ: MALWARE

Rary

hey dude - pls pls
pl= cld v bum NG
COUNTRY 4 me coz
ks rry fane mewr
movie — ok 4 Wed
eve?

Here your friend has sent you a text message asking you to burn a copy of a new release movie, which is most likely a
copyrighted work.

Hint: You need to think, do | have the right to make copies of this movie?
Best actions: Ignore
Find out more in videos and FAQ: OWNERSHIP

«<roareducate
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FOBEIE nes.as

0I — CHECK THESE PICS
OF HANNAH B & TOM, &

PASS THEM ON — THATLL
SHOW EM! BAHAHAHA
HHAHRHAARHARAAA

Here your friend has sent you a photo of Hannah and Tom kissing, and a message telling you to forward the photo on.
Hint: Think! It might seem funny now, but how would you feel if this happened to you?

Best actions: Ignore, Report (ie to Hannah and Tom)

Find out more in videos and FAQ: PRIVACY

[ | i ,_-,1]
After Man Utd use all their substitutions, Kusze
sent off, Rio steps up. At least he went the right way

44" > < param | ':

This is a free-stuff popup, and most likely a scam.

Hint: Too good to be true? Careful you don’t get sucked in by a scam!

Best actions: Close Window (safely), Run Anti-Malware, Check Settings, Check Firewall, Change Password, Check for Security
Updates

Find out more in videos and FAQ: MALWARE

=
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Secure Login i Registerd users log in here.
Be shure to probect vour passsword.

Email Address:

Forgoten vour email pddress?

Passward:

Forgoten vour password?

New users sign up here!
It omnly Lake 5 minutes,

A

This may look legitimate, but the URL is ‘http’, which means the page is not secure for personal information. A secured

webpage has ‘https’ in the address.

Hint: Online shopping is great, so long as the site is secured. Do you know how to check?
Best actions: Check for Symbols, Close Window, Report

Find out more in videos and FAQ: TRANSACTING

f —_—— 1
{675 KE) L_J
Transfer: 744 KB left ~
ool groWers
o[+ )
Microsoft Internet Explorer L“J
forestry
Warning!
Fage received aty
W3Z.Myzor FE@yE is a virus that infects files with .exe extensions, It attempts to steal passwords
5 (“ and private information from the infected computer,
T Nian
Type! Wirus
Infection Length: 138,293 bytes
Syskems Affected: Windows 95, 95, ME, NT (all versions), 2003, Windows xP {all service packs)
Swstems Mot Affecked: DOS, EPOC, Linux, Macintosh, Movell Metware, 0S)2, UMY
Technical details: 1. Creates files in %&Windirdsh, directary, By default, this is C:hwindows,
Z. Adds values to registry keys:
HEEY_LOCAL_MMACHIME SoftwaretMicrosaft)windows) Currentver sion Run
3. Scans the hard drive For .exe files and infects any executable Files,
Searches for passwords/information, which it may send to a remoke attacker,
R.ecomendations: Click "0K" to download officially approved security software,
Alhways keep your patch levels up-to-date.
[ N | v 1| | | |
This is an alert about a new strain of computer virus, but it could be a hoax.
Hint: If an alert hasn’t been generated by your security software, where did it come from?
Best actions: Run Virus Scanner, Check for Security Updates
Find out more in videos and FAQ: MALWARE
=
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Amazeon.com Checkout Sign In

https:/ /www.amazon.com/gp/cart/view.html/ref=pd_luc_mri

amazoncom _*

SIGN IN

quick and easy

Enter your e-mail address: = snowgqueen76ethotmail.com

—

I am a new customer.
 (You'll ereate a password later)

B I am a returning customer,
and my password is:

in usi 2
| ¥ A
This may look legitimate, but you still need to check that the webpage is secure for personal information.
Hint: Are you shopping on a secured webpage? Do you know how to check?
Best actions: Check for Symbols, Check Small Print
Find out more in videos and FAQ: TRANSACTING
r LdlKIl]g LEEA ] Bmmmd Play LSI'rarE IL:Lm(hI Up : Down I Start I Stop IIJEI1

Talking Heads - Sand In The Vaseline - Popular Favorites 1976-1992 (2CD - FLAC)

Below are the detaits of the toment in its onginal site - hit

brik o mumn[m@wa] || search || Search Usenet

Home | Browse categories w [Upload ¥ | Advanced search | Community v | About

Location: Mininova > Categories > Music > Rock > Talking Heads - Sand In The Vaseline - Popular Favorites 1

| General information || Details | | Comments (0) + Thanks (0} || Report a probilf

Talking Heads - Sand In The Vaseline - Popular Favorites
FLAC)

‘ Download this torrent! or use the magnet link
\ : : :

This is a file-sharing site where you can download ‘free’ music files, but the files could be pirated music, or infected with
malware, or be other than music (eg. pornography).

Hint: Is this safe? Is this legal? Or will you be getting more than you want?
Best actions: Check Small Print, Run Virus Scanner
Find out more in videos and FAQ: SHARING
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iTunes

Accessing iTunes Store... o Zem!

T IS ST TS TSI TSI TSI

'_f Edit Billing Information |

it Payment Information & Secure Connection

ere were errors or omissions in the information. Please correct the indicated items.

Jur payment card is about to expire. Please provide valid payment card information and click Done to continue using
b store.

P Method: ® [Wisa| © ] © o] © none
ayment Method: | bl - R L

Card Number: #*#%% ssss sass ssss Securit\( Code: What is this?

| § i,

Here you are buying music from an iTunes music store.

Hint: You are being asked for personal information. Is it OK to provide this here?
Best actions: Check for Symbols, Check Small Print

Find out more in videos and FAQ: TRANSACTING

Tewls — petions — Help

& Reply @ Replyall # Forward

WS = Find a message Mustafa Ajudua

e-mail mustafa.ajudua@bankfestac.com 15/1/2009 12:05 PM

from conta... Sart by date Descending + To: Menna Schultz;

feeds £ Mustafa Ajudua | B

URGENT REPLY NEEDED 10l " URGENT REPLY NEEDED
Fom (nathan) = v
[ Renata Wallis 3 Dear Friend. I -
M il 4 I know that this message will come as a surprise. [ need vour
=| [2)John Darcy urgent assistance in transferring the sum of (USD$20m) w |
| FW: legend! | ] your account within 10 to 14 banking days. This money has Eea
s (B been dormant for years in our bank without claim. | want the :
G ) = q

; [ Heather Barnes - bank to release the money to you as the nearest person Lo our =

R Sorry missed you yesterd..) deceased customer died along with his next of kin in 4 air

bing us £} MyBook crash since July 2000,

ter Irie Hayes commented... |
A 4
This is a spam email, an unsolicited and unwanted email from an unknown sender.

Hint: If you reply to this email, you will confirm that your email address is for real.

Best actions: Delete, Check the filter is working, Report

Find out more in videos and FAQ: SCAMS
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MADLTHEMQOVIES.COM

IN MY AREA *First Name *Last Name
ENTER YOUR ZIP { POSTAL CODE

SAI0AES

-
=
-
=]
=
-

m “Email address “Conlirm email address

SEARCH BY LOCATION |
COUNTRY *Street Address *Suburhy/Town/City

yaieas

STATE / FROLFICE |

e *Zip [ Postal Code *State/Province
|
SUBSCRIBE T0... D I am a member of MADATHEMOVIES [ HAVE REATY:
“Member Mo, D Terms & Conditions
[ Privacy Policy
D Unsubscribe Info

AdC15IH

yaieas

This may look legitimate, but you still need to check that the webpage is secure for personal information.
Hint: Can you be sure? Is it safe to provide all this personal information here?

Best actions: Check for Symbols, Check Small Print

Find out more in videos and FAQ: TRANSACTING

Hello. Sign in to get personalized recommendations. New customer? Sid

e — Your Amazan.com [+ ETnday's Deals [¥]  Gifts & \Wish Lists (]
TGaners 8| seorc (T I

Eile  Edit  Wiew

6 -

If you contacted this selier, did they provide prompt and courleous service? ) Yes | No

Books Advanced Search Browse Subjects Hot New Rel
Customer Reviews m%.
Barron's AP Chemistry 2008 .
Latest IJFI'EI 10 Reviews Average Customer Review AP
MDEt pap! Raii & Yo (10 cusiomer reviews CHEMISTRY
M- 4 siar {1 Share your thowughis with other cusiomens e N
4 3 siar; 15 e T T T T - - =%
L Mo T s | Create your own review | !
Ringto = = ' '
¥ ar
........... —
| ) 1
\. LoOmments
] | Did your item arrive by 23 December 20087 \J Yes () Mo
| Did your item arrive in the condifion as described by the seller? () Yes () No
1

’ |
These are feedback ratings on an online purchasing website. They can be a good way to find out if a site is reliable.
Hint: Customer or user feedback can tell you a lot about a website.
Best actions: Check for Symbols, Check Small Print
Find out more in videos and FAQ: TRANSACTING
<<roareducate
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rks  Tools Help

f&} l-H't_l_b:fw..freebieg_ames.ccum ' - jagle “'-:l

FREE ONLINE GAMFS

Internet Explorer - Security Warning

ISHOOTING :: GIRELS :: KIDS :: PUZZLE :: ADVENTURE :: Sf

Maths Games Car Games Car Raci Do you want to install this software?

Mame: i
Publisher: Freebie Games Systems Inc

Tnstall | |__Dont Instll

. While files from the Intemet can be useful, this file type can
Parrachuta Ping Planet Crush

potentially ham your computer. f you do not trust the source, do not
run or eave this software, What's the gk ?

This alert is a security warning, to tell you that this site will need to install extra software on your computer.

Hint: Sometimes a site will ask you to install extra software. How can you be sure that it’s safe to do so?
Best actions: Close Window

Find out more in videos and FAQ: MALWARE

Security Alert

r-‘ﬂ Information you exchange with this site cannot be

?. viewed or changed by others. However there is a
jas, Music? problem with the site’s security certificate.
E‘lﬂl Downla @3 The security certificate is from a trusted
— certifying authority.
hdle
e tary &_n & The security certificate has expired oris
P ' not yet valid.
| kol @ The security certificate has a valid name
bme & Gardel matching the name of the page you are trying to
| View.
ocery, Hea
Do you want to proceed? Reacher, The Scarecrow Hardcover by Promises in Dd
ys, Kids & Ba lee Child  Michael Connelly 1D.Robb
521758 516.79 £1595 317.79
pparel, Shoa [ Yes ] | MNao | [ Yiew Cerlificate l
orts & Ou

ols, Auto & Industrial »

*

This is a digital certificate, and it has expired, which means the webpage is not secured. Although the site looks legitimate, it is
not safe for your personal information.

Hint: A digital certificate needs to be valid and up to date for the security to be good.
Best actions: Close Window

Find out more in videos and FAQ: TRANSACTING
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Franklin R055 € Follow
O @Dod-Gee view full profile —

Christchurch, NZ Recent Updates
P 24,678 6 oo Dod-Gee Frankiin Ro5s
ipeiatea Following Falowens funniest thing ever, laughlots@linkmeup.com

13 Mar

Dod-Gee Frankiin ROSS
never laughed so much, laughlots@linkmeup.com

13 Mar

Dod-Gee Franklin RO5S
laughlots@linkmeup.com

13 Mar

Dod-Gee Franklin ROSS
CHECK THIS QUT!!!! makes you laugh till you cry
laughlots@linkmeup.com

Here is a feed on a micro-blog site, similar to Twitter. This user is following 24,678 people, but has few followers. This
suggests that it's a bogus profile designed to scam you. The links could install malware, or direct you to a dubious site.

Hint: There are dodgy links all over the web. Click, and you could be scammed!
Best actions: Block, Report (to the social networking site), Check Privacy Settings
Find out more in videos and FAQ: SCAMS

| Profile . G3Nif3r || Friends

@ Q. Wot's the best show on TV? »®
A. Survivor Soapie Idol - G3MIf3r
[=] £ QisIE3N -
E Q. Do u *need* a bf? 'y
A. << meow >> [} GaNifar
o3 o= B

Q. How many guys have u been wif? ®

|§n imik 3 n Post Response

Here is an exchange on a social networking site, similar to Formspring, where people can ask questions anonymously.
Hint: When you post online it’s there forever. Would you be happy for your future employers to see this?

Best actions: Ignore, Delete, Block, Report

Find out more in videos and FAQ: POSTING

<=roareducate
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" Profile _ G3Nif3r | Friends

% Q. Who's the easiest girl in 7B? x
U R!!! hahahaha!!!!! | G3Nif3r
[=)  QEIFO

E Q. Who says that???7?7?7 x
A. Everyone does. We all know it :P || GaNit3r
CR o> B

Q. Why are U so hormrible? X

|m Ol u Post Response

Here is an exchange on a social networking site, similar to Formspring, where people can ask questions anonymously.

Hint: When you post online it's there forever. Would you be happy for others to know you are part of the bullying?

Best actions: Ignore, Delete, Block, Report
Find out more in videos and FAQ: POSTING

About ] Updates ] Application Storage

Allow kid.playa@linkmail to access your camera
and microphone?

Flew Folder

Here you are using your webcam, and you have received a request from a stranger.

Hint: Do you really want to give this person access on webcam if you don’t know them in the offline world?
Best actions: Ignore, Block

Find out more in videos and FAQ: PRIVACY
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Emily Ampersand
Who's uglier out of Keeley or Berno?

11 April at 23:19 - & - Like - Comment
3 Annie W Quinn likes this.

Ollie T Gotta be Keeley
11 April at 22:40 + Like

. Ramona Black Yep Keeley. She was picking her nose in SOSE
11 April at 23:10 - Like

Emily Ampersand hahahahahah! yeah, I saw that
11 April at 23:12 - Like

Annie W Quinn ewwwwww, soo0000 gross!!
11 April al 23:23 - Like

# Forum 4

| If this is you
+ Reply ¢

Thread: Fqf

A 30-03-20

fat paddy

Member

Here is an exchange on a social networking site, similar to Facebook, where people are posting nasty comments.
Hint: What would you do if your classmates were posting these sorts of comments about your friends?

Best actions: Ignore, Block, Report
Find out more in videos and FAQ: TRUTH

File Contacts Actions Tools Help

=) msn¥ Messenger
' Superman (Crine) -
SALE! Canon 53 IS -

Privacy | Abaout l Updates | Application Storage

When someone tries to view my webcam:

() Always ask for permission
@ Allow everyone to view my wehcam
) Alweays allow the following people o view my wehcam

Here you are adjusting the settings to use your webcam in conjunction with your chat (instant messenger) program.
Hint: Do you really want to give permission for everyone in a chat room or on messenger to view you?

Best actions: Check Small Print, Check Settings
Find out more in videos and FAQ: PRIVACY
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Brianna
JUST PICKED MY NOSE! GOT A RIPPA!!!
Like - C

7 December at 12:40 & - Like - Comment

Dylan ew babe, too much information!!!
27 11 April at 22:40 - Like

Brianna BIG GREEN ONE!!!

11 .'\_;.1'.'1| at 23:10 » Like

Dylan have I missed something? is that really you Brie?
=7 11 April at 23112 + Like

Brianna MWAHAHAHAHAHA (eceececeeee)

11 April at 23:23 - Like

Rosi I don't think that's Brianna, Is that u again Zane?

11 April at 23123 - Like

Write a comment

-
1-chat "1}

Here is Brianna’s profile on a social networking site, similar to Facebook, and she has posted a horrible update about herself. It
can be assumed that her profile has been hacked and someone else is posting gross comments in her name.

Hint: If someone hacks your Facebook (or any of your networking or chat profiles) they can do very wrong things in your

name.
Best actions: Report, Delete, Change Password
Find out more in videos and FAQ: PRIVACY

Hey babe! U R so000
CUTE. pls pls pls send me
a pic so | can see you all

the time <3 <3 <3

This is a request for sexting from your boyfriend or girlfriend.

Hint: Think about what could happen to your sexy pics. They could be shared.
Best actions: Ignore, Delete

Find out more in videos and FAQ: PRIVACY
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Recent Updates

" BDunn Bijou Duni

RT @JoDeluxe Its Tragic! (TEEHEE) Anyone 7 134
else spot that @KateRF has make up like a Updates | Follawing
clown! #justsayin -/ RT peeps

21 minutes ago ( + Follow )

@t00thpaste
Simon Young

64

Followers

* t00thpaste Simon Young
cheers to the teenage years:
sneaking out, freaking out, wh
#MNo regrets

17 minutas ago

* t00thpaste Simon Young
‘@ everyday you live make the m
last,stop waiting; and have no

Here is a nasty post on a micro-blog site, (similar to Twitter), and the author is asking you to RT, ie retweet or pass it on.
Hint: How would you feel if your friends were sending round these sorts of tweets about you?

Best actions: Ignore, Delete, Report

Find out more in videos and FAQ: POSTING

Mozilla Firefox

ALY AFUFUFAL P & aurmsan -

PROFILE 'Lr'“'\ Who has viewed your profile?
SPY You must login to see this page.

Username

MyBook ALLOW
Password details here

Enter your

D Fret

Find Out Who Is Looking at Your Profile with: Profile Spy it

Wwall Info Events

am mempers

Ramdon Person **HOW TO ACTIVATE AN APPLICATION™*
IMPORTANT : to activate the application you need to do the following:

#1.) JOIN THE GROUP

#2.) INVITE ALL YOUR FRIENDS! AND ADD ME TO YOUR FRIEMDS! It is very

Y S PTT oa =y s P P T Lot 1 ierl o L 1

This is a request on a social networking site (similar to Facebook) that requires you to re-enter your login details. But app
requests like this are a scam.

Hint: Your username and password are personal information. Is it really safe to give them here?
Best actions: Ignore, Delete, Report
Find out more in videos and FAQ: SCAMS
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Cybersecurity Builder

File Edit Wiew History Bookmarks Tools  Help

6 i c iRt T@ I: ".l |http:Il',l'www.google.cnm.au,l' "T? -| [l]

Web “ideo Grnail more ¥ Burnzoire@gmail.com | iSoogle
myﬂﬂﬂk Home Profile Friends Inbox

Irmages  Maps  Mews

First 10,000 fans get a $100 gift card E
& Closed group

Category: Business

Description: There’s a limited number of these certificates

Step 1. hitp://fastcashwithnostrings.com

Step 2. Invite your friends :D

This is an invitation on a social networking site (similar to Facebook) that requires you to click a link to retrieve a reward. But
requests like this are a scam.

Hint: Your username and password are personal information. Is it really safe to give them here?
Best actions: Ignore, Delete, Report
Find out more in videos and FAQ: SCAMS
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